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* How to obtain Digital Certificate/Seal?
e Using Digital Signature
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Confidentiality ‘ I
Integrity ( ’

PKI
An electronic symbol, attached to a
document/data and executed or
adopted by a person or an entity N Authentication
with the intent to sign
‘ Non-repudiation

Public Key
Private Key
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Digital Signature ROOT CA Competency
Law & CSPs Center
» Egypt passed the Law > Root CAis the trust » Provides digital signature
15 Regulating Digital anchor for all parties services and applications
Signatures within that domain > Integrates Apps with PKI,
» MCIT Established ITIDA > Issues digital certificates and protects information
as Digital Signature for licensed CSPs security systems
regulator

Digital Signature Journey itida. -  digitalsignature

\

Empowering Digital
Transformation

» Updated Digital Signature
Executive Directive

» Key national projects:

MOF - E-Invoice

Economic Courts

Customs Authority

etc,, ...
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Countries Interoperability

ITIDA is Responsible for interoperability
between other countries providing a point of
communication between Egypt and other
countries with respect to digital signature

Gov CA

MOF — Government Certification Authority
Provides the Digital signature/e-Seal
certificates to governmental
Employees/entities

L litida

ROOT CA

Al

Private
Sector
CSPs

MCDR Egypt Trust

Misr for central Clearing , Depository and Registry Egyptian Co. For Digital Signature & Information
provides Digital signature/e-seal certificates to Security provides Digital signature/e-seal certificates
Private Sector and Business Organizations to Private Sector and Business Organizations
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@,
01 | Digital Signature 02‘ Digital Seal

Legally binding signatures for Protect corporates documents with
individuals in the digital world G—-Q automated signing processes
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 Digital Certificate/Seal can be issued from one of the licensed Certified
Services Providers (CSPs)

* Legal documents should be presented in person to CSP

 Digital Certificate/Seal will be issued using one of the authorized PKI tools
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Cryptographic module to facilitate the generation and security of
Smart Token public key infrastructure (PKI) keys and certificates that are used
to digitally sign documents/data

PKI Ha rd ware Physical computing device that safeguards and manages

Hardware Secu rity large volumes of digital keys, performs encryption and
decryption functions for digital signatures and digital seal
Module

Cryptographic module used to store digital
Crypto SD Card certificates and private keys securely to sign

fOI' An d r Oi d documents/data through Android device
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ITIDA Signing Components are
aligned with Egyptian Digital
Signature Law, to enforce the
mandate of What You See Is
What You Sign.
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Web Browser ITIDA - Signing Component

)

Token ‘
Driver\SDK

@

ITIDA
USB Smart Token

Signing
SDK

Render Data
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Client CRL
(Makes a GET request)
Return:
Check if signer’s If Yes certificate error
certificate is on the CRL 16041415074120
> 14112908035820
17030812072820
150811104630Z0
150827131354Z0 If No OK

valid certificate
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* Digital Signature law and it’s executive directive - ITIDA - E-
Signature

* e-invoice — Digital signature requirements

e Advance Cargo Information system (ACI) - Digital signature
requirements



https://itida.gov.eg/English/Pages/E-Signature.aspx
https://www.incometax.gov.eg/e-Invoicing.asp
https://www.nafeza.gov.eg/en/site/digital-signature
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