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How are cyber criminals attacking Kiwi companies?
How should this change the way we manage the risk?

Presented by Henry Fyers — Deloitte Technical CIR Lead - Cyber, Privacy and Resilience
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What's the agenda?

Are we getting attacked, and by whom?

What does this mean for us in terms of managing risk?
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New Zealand is a target.

The number of recorded cyber attacks in New Zealand is rapidly increasing, as evidence by the significant

increase in reported incidents in the past year.

Increase in Increase in the NZ SMEs that
attacks reported financial loss have experienced
to CERT NZ 2018 reported to CERT a cyber attack

to 2019 NZ

Credit: CERT NZ Report (Q1 2018/Q1 2019), Norton SMB Cyber Security Survey (2017).
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Who is behind the cyber attacks in NZ?

We categorise cyber attackers into three groups:

Opportunists APTs Insiders

(Advanced Persistent Threats)

O
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What do they want?

Income

« Ransomware

* Fraud

« Unauthorised
Access

Infrastructure

» Crypto Mining
 Bots / C&C
*+ Spam

» Access to
Underworld
« Hacktivism /
Defacement
« Personal Challenge
« Impact Critical
Infrastructure

3

Information

* Personal Information
« Credit Cards

- IP

e Private Comms
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How do they get it?

> They get your password
« Brute force (now often Password Spray)
« Default / weak passwords
 Forgot my password / secret questions
 Old compromised credentials
> They hack you
« Unpatched security bugs
« Unpatched / misconfigured websites
« Drive-by downloads / malware
> They trick you
« Phishing / spear phishing
+ Brand theft / mail campaigns
+ Social engineering
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How do they get it?

They get your password

« Brute force (now often Password Spray)
« Default / weak passwords

 Forgot my password / secret questions
+ Old compromised credentials

http://haveibeenpwned.com

Username : admin

B i . Password : admin

' That password was incorrect. “'ou have failed to login 13,765,127 times. Please try again.
*

Trl:-l -"'-"-El-flil"l
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How do they get it?
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How do they get it?

They hack you

* Unpatched security bugs

« Unpatched / misconfigured websites
Drive-by downloads / malware
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How do they get it?

® Jei

© Deloitte 2019

Please confirm recent activity
on your FastNet Classic.
Validate your account here to
avoid suspension:

Sent

by ASB

They trick you

+ Spear phishing

Brand theft / mail campaigns
+ Social engineering

ASB

Continue to FastNet Classic

W Remember my name >

Con'tlogin? +

Terms & Conditions | About Security | Privacy | Inemet Access Terss
Fasiiat i Sounsed 1 ASH Bank Landed nd is sobely b 1he e of pacscrs
SutTiSed by ASS Bank Limiod

Do not accees Fasthiet unbess you harve been speciically authonsas 1 do so.
Ursssthormad acomss s profind
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Impact and costs of cyber crime

The direct cost of responding to a typical cyber breach:

o
30,000 (¢]]
’ 5

to
+

$250,000

Key statistics (based on CERT NZ reporting and our experience):

Billion
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How has our experience changed the way we think?

O I Prevention is not enough.

Monitoring and resilience are key.
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Disclaimer

Deloitte refers to one or more of the Deloitte Touche Tohmatsu Limited ("DTTL"), its global network of member firms,
and their related entities. DTTL (also referred to as “Deloitte Global”) and each of its member firms and their affiliated
entities are legally separate and independent entities. DTTL does not provide services to clients. Please see
www.deloitte.com/about to learn more.

Deloitte Asia Pacific Limited is a company limited by guarantee and a member firm of DTTL. Members of Deloitte Asia
Pacific Limited and their related entities provide services in Australia, Brunei Darussalam, Cambodia, East Timor,
Federated States of Micronesia, Guam, Indonesia, Japan, Laos, Malaysia, Mongolia, Myanmar, New Zealand, Palau,
Papua New Guinea, Singapore, Thailand, The Marshall Islands, The Northern Mariana Islands, The People’s Republic of
China (incl. Hong Kong SAR and Macau SAR), The Philippines and Vietnam, in each of which operations are conducted
by separate and independent legal entities.

Deloitte is a leading global provider of audit and assurance, consulting, financial advisory, risk advisory, tax and
related services. Our network operates in more than 150 countries and territories serves four out of five Fortune
Global 500® companies. Learn how Deloitte’s approximately 286,000 people make an impact that matters at
www.deloitte.com.

Deloitte New Zealand brings together more than 1300 specialist professionals providing audit, tax, technology and
systems, strategy and performance improvement, risk management, corporate finance, business recovery, forensic
and accounting services. Our people are based in Auckland, Hamilton, Rotorua, Wellington, Christchurch, Queenstown
and Dunedin, serving clients that range from New Zealand’s largest companies and public sector organisations to
smaller businesses with ambition to grow. For more information about Deloitte in New Zealand, look to our website
www.deloitte.co.nz.

This communication contains general information only, and none of Deloitte Touche Tohmatsu Limited, its member
firms, or their related entities (also referred to as “Deloitte Global”) is, by means of this communication, rendering
professional advice or services. Before making any decision or taking any action that may affect your finances or your
business, you should consult a qualified professional adviser. No entity in Deloitte shall be responsible for any loss
whatsoever sustained by any person who relies on this communication.

© 2019. For information, contact Deloitte Touche Tohmatsu Limited.
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