
How are cyber criminals attacking Kiwi companies?

How should this change the way we manage the risk?
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What’s the agenda?

1

2

Are we getting attacked, and by whom?

What do they want, and how do they get it?

3
What does this mean for us in terms of managing risk?
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New Zealand is a target.
The number of recorded cyber attacks in New Zealand is rapidly increasing, as evidence by the significant 
increase in reported incidents in the past year.

Credit: CERT NZ Report (Q1 2018/Q1 2019), Norton SMB Cyber Security Survey (2017).

Increase in 
attacks reported 
to CERT NZ 2018 

to 2019

Increase in the 
financial loss 

reported to CERT 

NZ

+96% +73%

NZ SMEs that 
have experienced 

a cyber attack

24%
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Who is behind the cyber attacks in NZ?
We categorise cyber attackers into three groups:

Opportunists APTs
(Advanced Persistent Threats)

Insiders
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What do they want?

• Ransomware
• Fraud
• Unauthorised 

Access

Income

• Crypto Mining
• Bots / C&C
• Spam

Infrastructure

Information
• Personal Information
• Credit Cards
• IP
• Private Comms

Influence

• Access to 
Underworld

• Hacktivism / 
Defacement

• Personal Challenge
• Impact Critical 

Infrastructure
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How do they get it?

1

2

3

They get your password
• Brute force (now often Password Spray)
• Default / weak passwords
• Forgot my password / secret questions
• Old compromised credentials

They hack you
• Unpatched security bugs
• Unpatched / misconfigured websites
• Drive-by downloads / malware

They trick you
• Phishing / spear phishing
• Brand theft / mail campaigns
• Social engineering
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How do they get it?

1
They get your password
• Brute force (now often Password Spray)
• Default / weak passwords
• Forgot my password / secret questions
• Old compromised credentials

http://haveibeenpwned.com
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How do they get it?

1
They get your password
• Brute force (now often Password Spray)
• Default / weak passwords
• Forgot my password / secret questions
• Old compromised credentials
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2
They hack you
• Unpatched security bugs
• Unpatched / misconfigured websites
• Drive-by downloads / malware

They trick you
• Spear phishing
• Brand theft / mail campaigns
• Social engineering

How do they get it?
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3
They trick you
• Spear phishing
• Brand theft / mail campaigns
• Social engineering

How do they get it?
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Impact and costs of cyber crime
The direct cost of responding to a typical cyber breach:

$50 

million

$30,000 

to 

$250,000

US$1.8

Billion

$250,000

+

Key statistics (based on CERT NZ reporting and our experience):

NZ$1.2m
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How has our experience changed the way we think?

Prevention is not enough.

02
01

03

Think like an attacker.

Monitoring and resilience are key.
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