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Agenda Overview

The rise of IoT / I4.0

Security risk

Semiconductors are the crucial link between the real and
digital worlds

HW (Hardware) Security

Summary



The Internet of Things is already reality, Cmﬁne.;m
although still in its infancy

IoT installed base
Connected devices, billions

> Network of cyber-physical
objects that contain embedded
electronics to sense, compute,
actuate and communicate

> Aim is to achieve greater value
and service by exchanging data 2013 5020

Gartner IDC ABI

The IoT is expected to create significant value across industries
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The IoT will have a significant impact across Cmﬁneon
multiple markets

/\ Home
ﬂ Chore automation / security

$200B-350B Offices
Vehicles Security and energy
&‘ Autonomous vehicles and $70B-150B
(o) O® condition-based maintenance

$210B-740B

Cities

Public health and
transportation
$930B-1.7T

]

' Factories
@ Operations and equipment
optimization $1.2T-3.7T

f

v

r——1_ Retail environments

iy SEi Outside Automated checkout
e Logistics and navigation I | I $410B-1.2T

$560B-850B

° Human )
Health and Worksites
Kj fitness Operations optimization/health and safety
P

$170B-1.6T Z—=—= $160B-930B

Roughly 70% of total value outside consumer applications

Source: McKinsey & Company xxx Business owns the setting (100%), except for Vehicles (~30%), Outside (~70%)
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IoT Trend Affects All Markets
Vehicles Energy Business Consumer
. @
| vJ’
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The IoT creates value across industries, Cmﬁne.;m
openlng up new opportunltles

Creating value through business model transformation
> Industry 4.0

> More efficient & more customized manufacturing, faster adaption
to demand changes (eg. down to lot size one)
> Real-time connectivity of value chains provides huge benefits

> Higher productivity through optimal capacity utilization
> Usage-based services, e.g. insurance, cloud services, pay per use

> Automotive: Over-the-air provisioning of key data for rental cars,
software-controlled performance upgrades

> Healthcare: Monitoring and managing
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Key markets are undergoing significant

Cars are becoming
increasingly connected/
computerized and thus
autonomous to enhance
safety and comfort

One essential requirement is
data integrity - to pro-
vide safety and security 0

2017-11-28

changes triggering new security needs

In smart homes, a broad
range of devices are
getting connected and
smart to increase comfort
and save energy

Connected devices need
to be adequately
secured 0

The smart factory adds
connectivity to digitally-
supported production,
which will increase efficiency

Operations, business models
and IP need reliable
protection 0
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Complex communication
infrastructure is the
backbone of IoT and
therefore sets the pace for
its deployment

Security requirements for
all network components
increase 0

7
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Cars get smart, connected - and autonomous

E//Jr A

152 /4 of a
million billion

new cars
must have

eCall

connected connected
vehicles vehicles

24 - il AT by 2020 by 2020

EU Legislation
Internet Connection IHS Automotive Gartner
via cell phone
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Semiconductors are the crucial link between Cmﬁneon
the real and digital worlds

% EID Added value through the cloud
' Information and processing
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IT & data

Added value with new business models
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Infineon helps to create sustainable IoT Cmﬁnem
success for its customers

Advanced sensing capabilities Cross application control

e

Ubiquitous sensors mark the "point e Microcontrollers (MCUs) control and
of beginning" of the 10T, picking K \ instruct IoT devices by collecting,
up meaningful data from the coordinating, processing, analyzing,
environment surrounding an IoT and communicating data - thus
edge device making them "smart"

VWG & &

Trusted security Efficient power
management

protection
Security solutions shield : Depending on "smart" decisions,
connected systems and devices ’ devices are actuated.
and protect personal privacy, - 9Qp, . :al\? This actuation is performed by
intellectual property and public safety lty SO “, power semiconductors (muscles

for the device)

0 W

Making the Internet of Things smart, secure and power-efficient -
based on our understanding of connected systems
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Advanced sensing capabilities

Q) e e (X

Portfolio of Hall switches and GMR angle > Sensors for pressure Motion sensors
B > Applications include: navigation, health & > Applications include: lighting, door opener,
> Applications include: motor position sports, side crash/pedestrian detection intruder alarm and 60GHz gesture
measurement, transmission control control
\ o . @ Optical sensors e.g. 3D
@ Radar 24/77GHz \WY Silicon microphone 3 | pti¢ g
ToF imager
> Motion detection > Sound sensors > Image sensor family
> Applications include: blind spot detection, > Applications include: microphone MEMS > Applications include: indoor navigation,
adaptive cruise control, autonomous targeting key mobile phone suppliers virtual reality, driver monitoring, gesture
braking control

(J) Tire pressure sensors

> Tire pressure sensors

> Applications include: ultra-low-power
sensor system IC w/ lowest power
consumption
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. @ 22 December 2014 | Technology

IoT Attacks Growing - Security breaches Cmfinegn
increased in both number and impact

NETW“RKW“RLD Most read: v ¥iinlBIsIR O

BE ° Sign in News Sport Weather Shop Earth

Protecting Against Online Banking Fraud

Technology

Expert Basic hacks can compromlse mdustrlal

Hack attack causes 'massive damage’ atF control systems

steel works + Threat of such attacks is up, but defenses lag Dyn Attack in Oct’'16 |

“Major DDoS attack on |
Dyn DNS knocks
Spotify, Twitter,

Github, PayPal, and
more offline”

HACKERS REMOTELY KILL A
di s JEEP ON THE HIGHWAY-WTH

The
World politics Business & finance Economics Sciet

Special report: Cyber-security «

==

ord hywakinzateon Ju''a ol i

s U.S. government probes medical
| devices for possible cyber flaws

The internet of things

Home, hacked home

YoulID)

The perils of connected devices wiweet|(4s2| [N 5o 0D sharctis (811(53) [ Email & prin
Jul 12th 2014 | From the print edition
WannaCry in May’17 | f\"
“More than 230,000 = -
_ _ . computers impacted
Talking doll ‘Cayla’is hacked i#« ' by WannaCry o
ik shainee lover joir ransomware in 150 / <
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Each layer of the Internet of Things can be
attacked

Security threats for IoT

(nfineon

A bad server sending

incorrect commands can
be used to trigger
E )y A E unplanned events, to
send some physical
resource (water, oil,

Server Bad Server electricity, etc.) to an
unplanned destination,

An eavesdropper
listening in on data or
commands can reveal
confidential information
about the operation of
the infrastructure. Eaves- Network

dropping

attacks.
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and so forth.

A bad device injecting
fake measurements can
disrupt the control
processes and cause
them to react
inappropriately or
dangerously, or can be
used to mask physical



Security mechanisms are built on three (infineon
cornerstones

Cryptography Integrity
Protection of Protection of
transferred systems
data

Authentication
Protection of identities
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Hardware-based security - the, root of trust

“ontrollav\®
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Discrete hardware based security offers Cmﬁnm
unique benefits even beyond strong security

Discrete hardware-based security offer Secure Strong security requires proper

strong tamper-resistant protection : le- implementation - by outsourcing security
Certified hardware-based solutions create i e- aspects to a dedicated, protected hardware,
trust based on independent evaluations UENELEEIES there is less room for faulty implementations

- | 1

Scalability across various platforms
for different types of applications

\ gLt . -

Hardware based security offers strong Discrete hardware-based security solutions
performance advantages compared to Perfor- provide you the latest (certified) security
software-based solutions for securely mance innovations regardless of the innovation
storing and calculating cycle of the other components of a platform

Reduced total cost of ownership of
Logistical security based on reduced invest in
benefits secured manufacturing infrastructure
& security knowhow

Discrete hardware-based security solutions
reduce complexity in the system resulting in a Time to
reduced time to market while reaching a market
measureable security level

Scalability

Enabllng the production in insecure (non-trusted
third-party) environments
Secured tracking of the value chain
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Infineon Technologies — leading the security Cinfineon
industry for more than 30 years

Infineon eSE used

Infin_eon TPM used by #1 TPM by leading handset
leading PC manufacturers (IHS 2016) manfacturers
(IHS 2016)
lenovo. &
lenovo @
#1 eSIM Leading IoT
#1 embta_dded Automotive security vendor
security (own estimation) (Technavio 2016)
(IHS 2016)

- Reference Leading car
ch-::)n;: T:;t '?mj(?Ct Street manufacturers trust
lighting Infineons eSIM

'@idea @ Tencent #if @ [i@

N2 e E R FRARELT R eluminoeity

China.Electronics Standardization Institute

HUAWEI
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Infineon at a glance

>  Semiconductors portfolio for Automotive, Industrial Power
Control, Power Management & Multimarket and Chip Card &
Security

> Revenue of €6.5 billion in Infineon 2016 fiscal year
> About 36,000 employees worldwide (as of Nov 2017)

> Strong technology portfolio with more than 25,000 patents
and patent applications (as of Sep. 2015)

> 34 R&D locations, 20 manufacturing locations
> Strong & long-lasting footprint in Japan
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Contact Details

Infineon Technologies Japan K.K.

Gate City Osaki East Tower 21F, 1-11-2 Osaki, Shinagawa-ku
Tokyo 141-0032, Japan

TEL 03-5745-7100 www.infineon.com/jp

Carsten Loschinsky
VP Chip Card & Security, Sales and Marketing g

Infineon Technologies AG, Germany
carsten.loschinsky@infineon.com
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Part of your life. Part of tomorrow. (ﬁﬁneon



