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Evolution of Digital Transformation

New business value
creation through
digitalization
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Toshiba IoT Architecture
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Ehergy ~ Social Building Manufacturmg
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Sensor data generated need to be
structuralized before utilization.

Bottle-neck of IoT
implementation

e 5k

& | _.. )
F.N B2
‘. 2 ,.:L‘.‘,
‘ =N e

e i

Uperation ratio condition recora



IoT implementation time can be dramatlcally
reduced by using an integrated data model

correlatlnp IoT data and operatlons data.
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Al/Algorism

Integrated Data Model
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Simulation Model
Al/Algorism

Duplicate & predict
complicated factors
beyond time and space
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Customers,
Partners
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Industrial IoT Security
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Security in Digital Transformation era

Every Things and Systems connect to the network

Treats of cyber attack expand
from information leakage
to physical damage
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Values and Threats in Digital Transformation
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TOSHIBA Industrial IoT Security Reference Architecture

Security
Level

High

Low

Digital Transformation

Critical
Infrastructure

Attacker skill

Nation

Social
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Organization
Specialist

General Systems
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Evolution of IoT systems
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Depend on the progress and importance of the system Required
and sufficient security measures
considering cost balance




Multi-layer defense “Extent” and "Depth”
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Multi-layer defense “Product Layer”

i Basic measures

o Security Software
Application ( Malware countermeasure / white listing, firewall,
IDS / IPS, device authentication, etc. )
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Firmware Risk of Secure boot with

e advaneedattacks | HW security
Hardware/ \\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\\Q .measure .............................
mﬂglﬁlzxsliem Elz:l(:ro:nd complex attacks TrustZone

Protection against edge device threats




Multi-layer defense “Extent” and “"Depth”
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IoT System Layer (Extent)
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Multi-layer defense “loT System Layer”

External boundary Internal boundary

@®Out-Of-Bound 2TOUCH DINLINE
Separate OT and IoT External Control system security measures

connection point

of OT, limited

function
. Functional safety

Device

authentication Malware Intrusion detection

Data integrity
White list type Device hardening

command execution . .
Physical security

The security model changes

as IoT system Layer evolves



Observation of field device from
the outside and Visualization

1

@ IoT Gateway

One way communication

‘ Sensor
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Separate OT and IoT

It does not directly affect the control process




@TOUCH Model

. Iiﬁ - Obtain data necessary for analysis and
I optimization of field devices on demand
== =
Limited function [oT Gateway =)\
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Limited External Conduits

Limited external connections and functions

It does not affect important functions of
the control process




DINLINE Model

Automatic and autonomy
operation of control system

Measures compliant with control system regulation

¥

Zoning inside the system as functional unit
Understand conduits between zones
For zones close to the field,

measures against HW level

B el sofety Zone Safety & Security

zone

Define system zone, Localize the damage

by measures of conduits exceeding the zone




Measures for legacy devices (A case of INLINE Security)

g Secure secElrity vyithout changing existing
system by inserting
Secure Proxy Device just before
endpoint legacy device

. Protect endpoints from malware /
ransomware

. Secure endpoint communication
(mutual authentication between devices)

. Secure endpoints on behalf of security
functions such as key management and
signature verification

Security enhancement
for legacy endpoint is required



Life Time Protection for Social Infrastructure

Monitoring Readiness

CSIRT/PSIRT

Cooperation with internal . Fast adaptation to unknown
and external companies 0 . Incident attacks and incidents
Detect threats from both peration response

cyber and real :

Security Operation Center

Security

Knowledge of Knowledge of cyber

world attacks and

Real world threats

system and things \ ezl ol

social infrastructure /
control system

Design .
Evaluation

Defense { Verification

Security Assessment
Security by Design

Penetration test
Cyber security exercise
Multi-layer defense in two axes
according to the evolution
and importance of the system

Adaptive evaluation and
verification for future threats
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