— — Ny

\Managlng Cybersecur|tyR13ks m——————_ e

- Presented by Ne" Hopklns T?yberSeCtlﬂ{y Lead, HSBC AU & NZ,‘_A,,,,,M'/?:;:
B S R e =

— e T D W N T g b=l A

AER “GECEEERRY AR,

s memmme e ___J_LG_____. —— —

ey | b ) [ | D —

S el b (e P e penniaey] | [SS—p———( e —_ i - b L e BV g anmmEs__ CESEEEERRTS .

SAEEEN ey L il N

EEES T e AN e s SR NIEFY  NE s AN cesmamee s EeE- . . . —

BgEEEe ., D n=E=NE

mmlepepedam Lk = T (S e fomeen i o NP SO —— 5.8 - sl =] i LA == J==F — Fe3y .

W= e k[ id

L. Allﬂllllllu ik

—m A SIS N TS =Ty =0

—— v ANSETENEMEREDR, V7
i gt p——] o E_ T  CENLZT'EE R T DTS R WS L cEmee o e . S b bl —
____~____--,_-'—7~***'**777*__—__'_-_—_-——_*——7—_—_‘_*—__A B - — ———=
s o o = o o s e e S B S A A e = == e[
e - —— = .
’/___,~"’~—"ﬂﬂ~’ = e e g | | e e == —————
EREE= = - —— — T T R _Eamaa e =
/,’!’l,/,") S R e T N O . O = i i — ==



Changing Cyber Landscape




Why is it important to understand Information and Cyber Security Risk management?
The threat landscape is rapidly evolving; we need to keep pace with change

Threat landscape
Is evolving

Sophisticated attacks, determined
and well-funded adversaries,

Cloud, social, mobile, digital and
biometrics, blockchain/distributed
ledger, cognitive, Internet of Things, etc.

: Business is innovating

resilience is the goal. (SE=maese=0as
Regulatory and market Talent and culture will
pressures are increasing define success
Top line growth challenges, new regulations, Extended enterprise, shrinking talent
political/economic climate. pools, culture and conduct.

Evolving business requirements coupled with the changing cyber threat and regulatory
landscape drive the need to update our strategy and strive to be within risk appetite.
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Understanding the attack vectors
(i.e. who might attack and how an attack might be delivered)

Who might attack? How do they attack?
How an attack might be delivered — aka the “Kill Chain”
$ Organized crime R -
nnal n . ’ q q
=& g:izopre?irsnsisaf; 8o Deliver the N\ Breach the N Exploit the organization’s
nformation ¢ attack vector ¢ vulnerabilities ¢ assets
Hacktivists
& Web presence ¢ E-mail & Hardware and software & Large customer data breach
¢ Social Media ¢ Malware/Virus vulnerabilities ¢ Leakage of sensitive data for
. & Spoofing ¢ USB drive/removable & Application vulnerabilities reputational damage
Nation states & Social engineering media ¢ Account takeover ¢ Massive financial theft or fraud
& SMS/Instant Message € Lateral movement across & Extended disruption of critical
network services (“DDoS attack”)
‘D((n)\ Insiders ¢ Privilege escalation ¢ Destruction of critical assets

# Deception and detection making them unrecoverable

evasion (including encrypting
(,/0 Supply chain ERvlecd)

¢ Corruption of data
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What is HSBC’s exposure to cyber threats?




Protecting and
monitoring one of the
largest Technology
estates in the world...

requires the support of an
expansive infrastructure...

to meet the size of and ensure HSBC
the threat we face...

is protected.
Data centres in 23 countries,

74, 000 servers

50m+

external customers worldwide

250,000 26,000

colleagues -strong ATM networks
worldwide in 40 countries

6,300 offices

in 74 countries and territories

HSBC

82PB

of storage

1.8bn

internal user
logins a month

400,000

end-user devices

1.7m

network ports

14m

videoconference
minutes a month

5,800

IT applications

15m - 20m

emails are sent by
HSBC per year

60%
of these to the
public domain

10,000+

encrypted files

sent to public
domains annually

600,000+
internal privileged

accounts to
manage

250,000+

colleague access regularly managed

150+ c.3,400

HSBC external security reviews
websites security completed on key
tested annually suppliers annually

More than 30,000 shared drives

and Sharepoint sites scanned monthly

10,000 50,000

malware alerts
received and
investigated

data leakage
alerts reviewed
and investigated




Threat protection statistics — August 2019

. Proofpoint Protection Server Proofpoint TAP Customer
Inbound Email :
Reputation Content Attachment URL Mail Store

39%

173M 124M 690K 8.5K 20K 48M
Emails Emails Blocked Emails Blocked Threats Blocked Threats Blocked Emails Delivered
v IP Reputation v TAP Feed v Attachment detonation v URL detonation Proofpoint delivering 27% of
" v Signatures writing not email. _ .
A v Classifiers: Phish, Virus, St Previous solution delivered

@ @ Spam, Impostor, Bulk, etc
% W * o
N1

oFa s L
~7

= L)
e It "

B4 g
N ~1. 32°/o of filtered emails were delivered because a of safe-list entry (whitelist) * last 30 days
oo

Known Threats Targeted Threats

pl'OOprint ' TAP = Targeted Attack Protection

TRAP - Threat Response Auto-pull
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Why does HSBC have an Information and Cyber Security Risk management Strategy?
Key threats inform the Bank’s Cybersecurity strategy

Targeted email and execution of - P Increased exposure to cyber
malicious code to compromise % A threats through human errors or
the user, devices and network lack of awareness

® g

_ ) Inability to detect security
24X7 service Highly incidents on time, and delayed

Restricted Data or inappropriate response

Phishing/
Malware

People Cyber
Awareness

Vulnerabilities in infrastructure
or applications that are
exploited by malicious actors

Technical Inadequate
Vulnerabilities Detection &
Response

prssc @

Global ents and
regulators reputation

(5)

High value Sensitive
financial customer
transactions information

@ Disruption of either bank services or
its role in the financial ecosystem

Unauthorised access to
systems, and/or excessive

entitlements

Denial of
Service

Financial losses and/or fraudulent transactions

Payment/  Payments, disruption of payments ecosystem.
Financial Risk Includes effect of ransomware

Privileged Access/
Segregation of
Duties

Loss of highly restricted or other

confidential data. Corruption or

complete loss of critical transactions Data Leakage
/Data Integrity

Security incident as a res_ult of poor Third Party/ Insider Malicious or d|sgrun_tled employees or
controls at a supplier/third party Supply Chain Threat hackers masquerading as employees
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How do we protect HSBC?




Cyber Security Strategy Overview

=vson

& Defend for today and Prepare for the future, in order to protect the bank and safeguard our customers

ed Strategy

Strategic Objectives S

Protect the Bank
and its customers

@ :
anage the W Innovate i
Risk within @Hff/// ?hn:;S;gEss ___»
\

risk appetite

Execution
Operating
Model and

Talent

Security
Initiatives

Group Security Governance

9

Protect the Bank and its customers

Innovate and enable the Business

Manage the Risk within risk appetite



Protecting HSBC is analogous to protecting your house

Lock the doors

v

Alarm the house

Protect family
jewels and
heirloom

4X ) Hsec

across the enterprise to reduce

Implement comprehensive,
industry standard controls @ Protect
velocity and impact of events

Implement an internal world Detect
class Cyber Security function

providing sustainable and @

adaptable defence to protect Respond

HSBC &
Recover

Fortify our critical assets/crown

jewels to identify, protect, ) ) _
detect, respond and recover @ Identify

from cyber attacks

10

U

Identify Protect

Respond

& Recover Detect

NIST Framework



Recommended “best practice”




Cybersecurity Awareness & Training Best Practices

Humans can be either the weakest link or the strongest defense in cyber security, depending on the level of awareness.
HSBC Cyber Security has initiated a bank wide awareness program targeting audiences at all levels, through a number of
initiatives including:

On-going Cyber Awareness Programme

) Cyber security awareness for HSBC locations
Syl Cybersecurity Newsletter

Quarterly newsletter to
senior executives including
industry trend and bank
wide initiatives

Additional Cyber security awareness training
} for high risk user groups

W Board-level Cyber security briefings

; M Cyber security awareness training for IT
developers

Cybersecurity Shields
Business users who act as
internal ambassadors for
Cybersecurity. Programme
designed to increase cyber
awareness among
colleagues across the bank

Cyber Hub
Self-service portal with
latest cyber security
%! Bank wide end user awareness training for all news, threats, user
businesses and functions awareness tips and

regular newsletters |- o




Supply Chain Risk

FOLLOW PROCUREMENT
Follow your procurement processes,
evaluating cyber risk from the start

L

CONSIDER CONTRACTUAL
CLAUSES

Consider contractual clauses focused
on security, stipulating responsibility
for any compromise or data breaches

6

CHALLENGE SUPPLIER
Challenge your suppliers to practice
and develop collaborative
processes for reacting to
compromise or data breaches

Continuous Monitoring
Continuously monitor material
suppliers for changes in their cyber
risk posture e.g. Patching

Incident Response

Escalate any incidents that occur
At a Third Party Immediately.
Ensure suppliers response plans
Are fit for purpose and tested.



Individual Security Considerations

Password Management — complexity AND length (and ideally 2 Factor)

Ignore unsolicited emails — Be wary of attachments, links, and forms in emails

Leaving devices unlocked

Beware of phishing websites and use internet cautiously. If it seems “fishy” it probably is

No pirated and cracked software

® 6 6 6 o o

Always keep your devices protected with antivirus, anti-malware and keep them updated
automatically

4

Software and Operating System updates

4

Access Management

X nsec y



Disclaimer

This document is issued by The Hongkong and Shanghai Banking Corporation Limited, incorporated in Hong
Kong SAR, acting through its New Zealand branch (“"HSBC") and is intended for reference and illustrative
purposes only. It does not constitute an offer or advice for you to purchase from or otherwise enter into a

transaction with HSBC or any of its subsidiaries or affiliates.

The information contained in this document may include information from third parties who HSBC believe to be
reliable but such information will not have been independently verified by HSBC. All information contained in this
document (including without limitation, information about products, terms and conditions, pricing, forecasts,
market influences and HSBC policy) is subject to change from time to time without any obligation on HSBC to
give notice of such change to you.

Whilst HSBC will try to ensure that the information in this document is current, accurate and complete at the
date of publication, it cannot guarantee this and therefore it makes no representation (express or implied) about
the currency, accuracy or completeness of that information. HSBC cannot accept liability for any direct, indirect
or consequential losses arising from the use of or the reliance on the information contained in this document by
any person and such liability is excluded to the maximum extent permitted by law. You are responsible for
making your own evaluation about the products referred to in this document. HSBC recommends that before
you make any decision or take any action that might affect you or your business, you consult with suitably
qualified professional advisers to obtain the appropriate financial, legal, accounting, tax or other advice.

© Copyright The Hongkong and Shanghai Banking Corporation Limited 2019. All rights reserved. No part of this

document may be reproduced, stored, distributed or transmitted in any form without the prior written permission
of HSBC
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