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ThreatMetrix Digital ldentity Network: Crowdsourced from 6000+
Organisations

@ HomeAway" r:i S

E Bank

B Microsoft P FestData 560
VisA sky Yandex
DISC®VER BAN) ¥$RBS  |W*betfar bade
&iLendingClub i
datecom oKX - &airbnb e Cdiscount YOOX
@ citi - B it PAY " o
ZURICH Eb_y
o e e I ., Walmart SrEeo ]
i 30B+ events per | INTUIT . NETFLIX ICl
I I lendingtree COLx
1 year I < 7 EQuUIFAX
: 4.5B+ active : wepay slum_luu! CyberSource’ &Z zeniysani’ Standard
I devices I Chartered &Q
I _ I mercado Accerilfy llii@ Wifestpac
I 1.4B+ online l [aqes . e re
1. - I = FNbank © orx
: identities : TSYS {7 Kabbage $
! 40,000+ ] AT A Raobunk Beyond Bank
1 websites/apps i ) AVANT @@ tripadvisor ANZO
] vantiv
6 LexisNexis Metrix’ [CONFIDENTIAL]

RISK SOLUTIONS




Jan —Jun 2019: What We Have Seen So Far...

16.4 Billion & 277 Million [E2

6 months
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Fraudsters are Working Across Different Industries

3 February 2019
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There is a Growing Threat of Networked Fraud and Cybercrime

Heat Map Showing Level of Shared Fraud Across Organizations
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ldentity Spoofing is the Key Enabler of Fraud and Cybercrime

@

New account creations have the highest attack rate of all use cases analysed — Identity Spoofing
1 in 6 new account creations is high-risk — increasing 24% year-on-year

* 1in 4 new account creation transactions is identified as an attack in China

Volume per Transaction Type

LexisNexis’
RISK SOLUTIONS

Metrix’

Paymentis

Account Logins

New Account Creations

North America has seen the biggest year-on-year growth in rejected new account creations, at
152%

Attack Rate per Transaction Type

4.4% Payments

1.2% - Account Logins

e

Attack rate is based on percentage of fransactions identified as high-risk and classified as attacks, by use
case. Events identified as attacks are typically blocked or rejected automaticalfy and in real time depending
on individual customer use cases.
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So... How do you Define “ldentity” in a Digital World?

Positive Persona Negative Persona
+36 Trust Score -52 Trust Score
* Collected information during « Multiple account creation from
used to identify existing same device

customer - Keep changing devices when

« Existing customer with its accessing banking service

associated entity « Account creation using stolen

* User behavior on using banking identity

services «  Spoof device using emulator /

virtual machine / jailbroken /
rooted device

 (Consistent device and user
location

* No device tampering

In Real-Time
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Every Individual has Multiple Personas, But One Digital Identity

Web & Mobile Device Intelligence to recognise users

True Location Analysis to build consistent behavior

Trust Score on reputation of that Digital Identity

Network Comparison against global data from industry
peers

Real-time Payments: Challenges, Risks, Opportunities
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Merchants can use Digital Identity Intelligence to Distinguish Between Trusted and High
Risk Behaviours
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Real-time Payments: Challenges, Risks, Opportunities
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A Network View of Digital Identity: Global and Collective Knowledge

Telco

Media

eCommerce platform

@" LexisNexis’

RISK SOLUTIONS

Metrix’

4e77..46ea

' Account Logj
790e.4.c1d

Account Telepfione

@ Smanip
B421..7332

T AccountName
2027..¢558

°Aa:ou L Smart |1
51ac A226 badl, cele

SmartiD
39b0...belc

Smart ID
ff8a...04d7

[CONFIDENTIAL |

Smart
@ o N@ 3c68...6651

@ Smart ID
4596...6657

Telephone common to
Telco and Delivery
Service

D

Credit Card Hash

€87b...9e52

Email common link
between all three sites

Device common to
Telco and eCommerce
platform

@ Smart ID
Tb9b...61be

Account Login
b394...dc7e

Real-time Payments: Challenges, Risks, Opportunities



Growing Need to Leverage both Digital Identity and Physical Identity
Attributes
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Convergence of Fraud and Compliance - Multiple Layers of Defence
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FIRST LAYER OF DEFENCE
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SECOND LAYER OF DEFENCE
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THIRD LAYER OF DEFENCE
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FOURTH LAYER OF DEFENCE
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ThreatMetrix®, A LexisNexis® Risk Solutions Company, empowers the global economy to grow profitably and securely without compromise. With deep insight into 1.4
billion anonymized digital identities, ThreatMetrix ID™ delivers the intelligence behind 110 million daily authentication and trust decisions, to differentiate legitimate
customers from fraudsters in real time. ThreatMetrix is recognized as the sole leader in the 2017 Forrester Wave for risk-based authentication.

For more information, or a demonstration of how the ThreatMetrix solution can work for your business, contact us at:

sales@threatmetrix.com
www.threatmetrix.com
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