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Dear participant

This is your official handbook with all the information you need to complete the online exam for the
German-British Chamber of Industry & Commerce English Language Certificate.

This is a step by step guide of how to register for the student identity authentication and includes
information about data protection and the software provider.

Before you start the exam, please read the instructions carefully.

The team at the German-British Chamber of Industry and Commerce and the ECBM wish you good luck!
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1. Registration

What do I need to do to register for the English Language Certificate Exam?

> Register using the online registration form
» Payment instructions are on the right-hand side, you will only receive your final certificate if your

payment has been successful.

Y

After your registration, you will receive an email with all relevant instructions.

Just follow the link to the ECBM student platform and log-in. Use the same details as you used when
completing the initial pre-test. (If you have not already completed the initial pre-test, please do it
here. The enrolment key for the pre-test is AHKLCPT. Please note that you need to create a new

A\

account.).

» You need to enroll yourself on the exam. You can find the self-enrolment key in the email provided
after your registration.

» Then you are ready to get started.

Find a quiet place, so that you can do the exam without interruption — you have a maximum time limit
of maximum 2.5 hours.

Make sure you give yourself enough free time, because you only have one attempt to complete the

examination.

You will need to activate the student identity authentication system before you begin. Full

instructions are given on the next pages.

This is a straightforward process, but allow 10 minutes to do it, and read the instructions carefully.

Al Deutsch-Britische
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2. Student Identity Authentication
Why do we need to use ‘Student Identity Authentication’?

This is simply to make sure that the certificate you receive is a credible and worthwhile award. It is so
that you can be reassured that nobody can cheat or misidentify themselves. It also allows you to do
this exam in the comfort of your own home or wherever you want to take the test.

You must be the person who has registered for the examination. '
You must do this examination alone and without help. &
You must not refer to the internet or any other electronic device whilst undertaking the exam.

You must not leave your seat or take a break from the examination once you have started.

Failure to comply will mean that you are disqualified and your registration fee will not be refunded.
There is no appeal against the decision of the examining institution in this regard.

2.1. How Student Identity Authentication works

We use a third party provider, called smowl, to make sure that your identity is checked and authorised
electronically.

Operating conditions and security

> smowl will not have access to the identity of the student or any other personal data, images will exclusively be assigned
to a code given by the institution for each student.

» smowl will only make the images available to the examining institution (the European College of Business and
Management) if the analysis suggest that there has been impropriety that needs to be investigated.

» Theimages are sent from the student terminal to our servers using a secure certified connection: SSL, https:// protocol
with an encrypted signature.

» Images are stored on Smowltech secure servers for the time required to allow certification. Pictures will never leave
the servers or be used for purposes other than identity authentication. They will not be copied nor will they be
displayed by a third party. After certification, they will be destroyed.

»  After completing the exam, access to the webcam will be closed so that smowl will not be able to obtain any further

images. For any question about the system please contact smowl at: info@smowltech.com
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2.2. Preparation for the exam

Before starting the exam you need the following:

You need a valid Passport or National ID Card '
You need a laptop or desktop computer. ®

You need a Webcam. If you don't have one, the smowl system cannot be activated and you won’t
be able to do the exam.

» Your operating system needs to be Windows 7, 8 or 10 / Mac OSX.

» Internet Access: Before starting the registration process, make sure that the network allows the
connection to Smowltech (Not having access to Smowltech can be more frequent in public or
corporate networks, in a home network it is not common)

» Your Internet Browser needs to be either: Chrome or Firefox (Recommended), Microsoft Edge,
Operal0+ or Safari 11+.

If you need any help:
Please contact smowl via email: info@smowltech.com

To check if your webcam works properly, click on this link:

https:Uwww.smowltech.net/WebPageClient/WebPageClientCheck/CheckBr
owser.php?lang=es
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3. Step by Step Guide to set up Identity Authentication

It is a simple process. You must take five photos using your webcam. These images will be used to
create a mathematical-biometric model of your facial characteristics to be used in future
verifications.

3.1. Launch the App

The identification software will be launched automatically the first time you click on ‘Language
Certificate’ — ‘AHKLC’ - ‘Exam’ on the student platform.

On the left-hand side, you can find an index with the steps to follow during the process. You can
scroll back and forth through the index by clicking on the numbers.

Terms a

Online integ
opportunity

Smowltech
their studen

Our Commif]

Gaining the
necessary tq
store and dsg

Smowltech,
support of t

In the follow|

Index with the steps of the registration process.

3.2.  Terms and Conditions

Please read and accept the terms and conditions by clicking the checkbox and then click ‘Next’.

Terms and conditions

Online integrity is a crucial component to educational equity because it validates student identity and gives everyone an equal
opportunity to earn the grade that they deserve.

Smowltech is a European company born to be able to support institutions to be able to provide universal and 100% online access to
their students in order to break geographic, temporal and economic barriers, making access to training more flexible.

Our Commitment with data security and privacy

Gaining the trust of the institutions and students for whom we handle personal data is a big part of how we provide our service. It is
necessary to take into account that the European guidelines consist of following in the most ethical way to collect, process, disclose,
store and delete personal data.

Smowltech, as a European company, is committed to complying with the GDPR. Furthermore, as our company is financed with the
support of the European Community, within the H2020 program, we are bound by strict ethical standards to maintain student privacy.

In the following link, you can find more information about the privacy policy.

o | Accept the Terms and conditions

Checked box to accept terms and conditions.
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3.3.  Guidelines

Before registering your picture, please read through the instructions carefully.

Guidelines

Check the following guidelines to ensure that your photos are taken correctly. You must follow these guidelines during the whole
registration process and also when you take any exam or activity monitored by SMOWL.

Positioning

Place yourself correctly in front of the webcam

Recommendations for registration.

Positioning: Place yourself correctly in front of the webcam.
Lighting: Your face must be clearly visible.

Accessories: Avoid wearing accessories that cover your head or face.
Privacy: Avoid being in a room with other people.

3.4. Take photos

Your next step will be to take three photos of your face to be registered. Follow the instructions and
press the ‘Capture’ button to capture each image. Take three pictures looking straight at the screen.

It is important that you allow Smowltech to access your webcam in order to capture images. If you
have any questions or problems managing access to your webcam, you can go to the user support

site: https://www.smowl.net/student/

x
www.smowltech.net wants to
B Use your camera
Allow Block
© Smiley Owl Tech, 2018 Established by the German-British Chamber of Industry & Commerce ol German-Brtsh commerce
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Take photos

Place yourself correctly in front of the webcam. Ensure that you appear centered in the frame, looking directly to the
camera and make sure your face is well lit and clearly visible.

Click the camera icon to take 3 pictures.

@ capture

@ Delete

Capture of photographs for registration.

If your images are correct, the green window will appear and you can continue the process after
clicking “OK”. If there is a problem with your photos, the red window will appear and you will have
to take them again.

The captured images are incorrect, you

The captured images are correct, you can ) .
will have to take them again.

continue withthe process.

“ Remember to comply with the following:

1. Position yourself centered looking
directly into the webcam.

2. Make sure your face is properly lit.

3. Avoid accessoires that cover head or
face.

4. It is not allowed for another person
to appear in the photographs.

Once your photos are successfully captured, you need to click ”“Send” to continue the process. If you
want, you can also re-capture the images. Just click “Delete” and repeat the process.

German-British

Chamber of Industry & Commerce
4 Deutsch-Britische

Industrie- und Handelskammer
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@ capture

@ Delete

Captured images.

3.5. Capture your ID or Passport

The final picture must show your Passport/ID card. The ID card has to completely fill the photo box
and all information as well as the photo must be clearly visible.

You must place it horizontally centered, as shown in the examples and click on ”Capture”. If you want,
you can delete the photo to capture it again by clicking “Delete”.

If you do not register your identity document correctly, your examination cannot be approved.

Once your photo is correct, you must click “Send” to continue.

ID photo

Show a photo ID to the camera within the area indicated. This will be used to validate your identity. Please make sure your 1D is well lit,
centered and clearly visible.

Click the camera icon to take a photo of your ID.

M Capture

B Delete

Examples

'— e

Capture of identity document.
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3.6. Takeinto account

Before finalizing your registration process we will provide you with information that you should take
into account during your exam. Please read through the rules carefully.

Once you have read this information, you can complete the registration process by clicking ”Finish”.

Take into account

... We are in charge of monitoring but not making the decisions. We will provide the evidence to the institution so that they can make the
decision based on the established protocols.

OTHER DEVICES SUPPORT MATERIAL TALKING DURING THE TEST BREAKS
Avoid using other devices Your institution must Avoid speaking, even if they You must remain in front of
such as second monitors, indicate you if it is allowed are thoughts aloud. You the device at all times,
tablets or mobile devices. to use notes, calculator or must be in a quiet unless your institution tells
any other support material. environment. you that you can be absent.

Finish registration process.
3.7. Check if your webcam works

You will need to take one last test-picture in order to check if your webcam is working correctly for
the supervision during the exam. You might need to allow smowltech access to use the camera again.
Please click ‘allow’ and then capture your test-picture by clicking the green checkbox.

T

Recommendations before starting the activity

POSITIONING LIGHTING ACCESSORIES

within the spollght o your webcam during the

- your head and your face ike <aps,

PRIVACY BANNED APPS

em during the acivity such as Skype, Google Hangout

3
[ BN
X X -
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You will then automatically be forwarded to the exam section. Click on ‘Attempt exam now’.

Language Certificate Exam

Dashboard / My courses / AHKLC Exam / Language Certificate Bxem / Exam

v Dashboard

# Site hom

> Site pages

cies

v Language Certificate Exam

= Exam

Attempts allowed: 1

Time limit: 2 hours 30 mins
Administration
Attempt exam now > Course administration

3.8.  Random image capture

When you begin your exam, the system will automatically start to take images
randomly while you work. This is to ensure that you do not cheat or there is
no other misconduct.

' Ensure you are looking straight at the camera during the whole exam,
and sit in a location with proper lighting conditions so that the pictures
can always successfully identify the user.

Please ensure that you update your privacy settings to allow smowl access
your camera for the duration of the exam. Otherwise you will be asked repeatedly to allow your
camera permission.

If you have any questions please contact certificate@eurocollege.org.uk
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4. ANNEX: Webcam permission messages on different browsers

4.1. Google Chrome

Press the "Allow" button to activate the camera

B https/fwwwsmonltechnetWer X 4 - x‘
¢« G (Y @ hitpsy/www.smowltech.net/WebPageClient/WebPageClientCheck/check b.php?lang=es&entity=8tbrowser=Chrome * @ 0 \vJ 0 :

www.smowltech.net quiere

W Utizar s cimara

Comprueba el correcto funcionamiento de tu webcam

Recomendaciones antes del comienzo de la actividad

POSICIONAMIENTO ILUMINACION
* Debes estar centrado dentro del marco de vision de tu webcam * Intenta encontrar las condiciones de luz adecuadas, evitando
durante toda la actividad, cualquier foco de luz detras de tu cabeza que ensombrezea tu
* Intenta aparecer dentro del marco rojo. rostro,

* Aseglrate de que tu cara s claramente visible.

s [&) .4 »°

Webcam permission in Google Chrome

4.2. Mozilla Firefox

Select the correct camera and press "Allow" to activate the camera. It is important to mark the

"Remember this decision" checkbox.

B smowltech.net/WebPageClier: X
- c @ of ¥ smowitech.net ageCl VebPageC k/checkB ] w n o =
www smowitech.net to use your —

] Remember this decision

“ font e

Check the correct functioning of your webcam

Recommendations before starting the activity

POSITIONING LIGHTING
 You must be centred within the spotiight of your webcam during o Try to find the proper lighting conditions during the activity
the whole activity. avoiding any source of light behind your head that darkens your
« Try to appear inside the red frame. face.

« Make sure that your face is clearly visible.

(s (8] 2" ef

Webcam permission in Mozilla Firefox

s
B4

&
-

Deutsch-Britische
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4.3. Microsoft Edge

Answer "Yes" to the webcam permission question.

=) q‘:,- smowltechnet x|+ v = @ =

&= O @ www.smowltech.net, * = L e

Check the correct functioning of your webcam

Recommendations before starting the activity

POSITIONING LIGHTING
+ You must be centred within the spotlight of your webcam during + Trytofind the proper lighting conditions during the activity
the whole activity. avoiding any source of light behind your head that darkens your
- Try to appear inside the red frame face.

+ Make sure that your face is clearly visible.

)
w3 2

No X

<

Let www.smowlitech.net use your webcam?

Webcam permission in Microsoft Edge

4.4. QOpera

Press the "Allow" button to activate the camera.

B hitps//www.smowltech.n: X & Settings X |+
< C 8 a smowltech.net

8 amazones B¢y smowltech.net wants to

[ Use your cameps

Allow Block

Check the correct functioning of your webeam

Recommendations before starting the activity

POSITIONING LIGHTING

* You must be centred within the spotlight of your webcam « Try to find the proper lighting conditions during the activity
during the whole activity. avolding any source of light behind your head that darkens

* Try to appearinside the red frame. your face.

« Make sure that your face is clearly visible.

8 ) a4t ot

Webcam permission in Opera
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4.5. Safari

Press the "Allow" button to activate the camera.

Never for This Website Don't Allow Allow

Check foning o

Recommendations before starting the activity

POSITIONING LIGHTING

entred within the spotlight of your webeam during the

s during the activity avoiding
at darkens your face.

BANNED APPS

ny app that uses the webeam
Skype, Google Hangou

Webcam permission in Safari

If you click the red camera icon, you will be able to select the "Always allow" option so that the system
will remember the settings and the camera will be activated automatically.

& smowitech.net . o 8

v Always Allow on “smowitech.net”

Check th i
Recommendations before starting the activity
POSITIONING LIGHTING
* You must be centred within the spotiight of your webcam during the * Trytofind the proper lighting conditions during the activity avoiding
whole actiity. any source of light behind your head that darkens your face.
* Tryto appear inside the red frame. « Make sure that your faceIs clearly visible.
ACCESSORIES PRIVACY BANNED APPS
« Avoid using accessories that cover your head and ® Trytobeina private area where no one can disturb It forbidden to use any app that uses the webcam
our face like caps, hats, scarfs, sunglasses... you. during the activity such as Skype, Google Hangout,
* Reading glasses are allowed. « if someone is with you during the activity, it will be Facebaok Messenger..
reported,
T
Powered by SMOWL.net

Always allow in Safari
For any problems, questions or suggestions about the functioning and/or usability of smowl contact
smowl at: info@smowltech.com.
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